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System Enhancements 

The Data Bank is committed to ensuring an 

excellent user experience 
 

System enhancement suggestions come from 

calls, education forums, user testing, and 

conferences 
 

We need feedback from you to continue 

improving the efficiency and effectiveness of the 

Data Bank 
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User-Centered Design Process 

Involve the user in the 

design process 
 

Study their goals and 

tasks 
 

Create processes and 

interfaces that facilitate 

their ability to work 
 

Evaluate how well the 

design meets users’ 

needs 
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Agenda 

System Enhancements 

• Report Maintenance 

• Related Query Response 

 

System Security 
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Report Maintenance 

Enhancements include improving report quality. This 

includes:  

• Duplicate reports submitted by an entity, where the type of 

report, subject, and action details are the same.  

• Inaccurate reports may have incomplete narratives, missing data 

fields, etc.  

• Missing revision - adverse actions with a specific length of action 

and no automatic reinstatement require a revision when the 

action is complete. 

• Missing actions that the Data Bank is made aware of from 

outside sources. 
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Prevent Duplicate Reports 

 

  

 

 

Scenario 

A User Submits an Initial Report 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 

Only the last and first name will 

be used for the search.  The rest 

of the name, if provided, will be 

used to pre-populate a blank 

report form 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
The subject information 

is prepopulated from 

the latest report 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 
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Prevent Duplicate Reports 

All reports of the same type are 

shown.  The reports that may be 

duplicates are highlighted and 

marked with an asterisk 
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Prevent Duplicate Reports 
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Duplicate Reports – Currently in the System 

 

 

 

 

Scenario 

A User Resolves an Existing Pair of Duplicate Reports 
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Improving Report Quality – Report Maintenance 

The Report Maintenance button 

will only be displayed if the entity 

has ever had reports flagged for 

maintenance 

Whenever an issue is added to the 

Maintenance screen we will send 

an email notification 

We will also include statistics 

about report maintenance in the 

Monthly Summary email 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 

34 



Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 
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Duplicate Reports – Currently in the System 

The user is responsible for closing the issue.  

We don’t know if the void completely resolved 

the case, or if there are additional steps needed.  

For example, in some cases the other flagged 

report may require a correction 
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Inaccurate Reports 

 

 

 

 

 

Scenario 

Data Integrity Team Notices a Problem with the Narrative Description 
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Inaccurate Reports 
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Inaccurate Reports 
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Inaccurate Reports 

The issue description can be 

changed to describe any 

problems present in the report 
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Inaccurate Reports 

For some issues, a modification may be 

mandatory.  For other cases, the reporter 

may be given the option to declare that the 

existing report is accurate and no correction 

is required  
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Inaccurate Reports 
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Inaccurate Reports 
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Inaccurate Reports 

45 



Missing Revisions 

 

Background 

• When reporters submit an adverse action report with a specific length of 

action, they may indicate if reinstatement is automatic at the end of the 

adverse action period… 
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Missing Revisions 
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Missing Revisions 

 

 

 

 

 

Scenario 

Potential Revision Report Not Received 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 

 

 

 

 

 

Reporter submits the revision... 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 
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Missing Revisions 

59 



Missing Actions 

 

 

 

 

 

Scenario 

A Querier Notices a Missing Report 
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Missing Actions 
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Missing Actions 
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Missing Actions 
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Missing Actions 

Either the DCN or 

Additional Comments 

must be provided. 

Either the DCN or 

Additional Comments 

must be provided. 
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Missing Actions 
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Missing Actions 
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Missing Actions 
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Agenda 

System Enhancements 

• Report Maintenance 

• Related Query Response 

 

System Security 
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Related Query Response 

The query response cover page will be enhanced to group reports that are 

part of the same action together, enabling the querier to tell at a glance how 

the reports are related 

 

This grouping is a better indicator of practitioner activity than a collection of 

reports, since simply counting the number of reports does not account for 

the fact that a report may be a revision of another report 

 

This enhancement will be applied to Continuous Query, One-time Query, and Self-

Query responses 

 

Release date: November 05, 2012 
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Related Query Response 

• Query responses consist of a cover sheet followed by any matched reports: 

 

 Cover Page Report #1 Report #2 Report #3 
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Related Query Response 

• In this example, there are 2 license suspensions and one license 

reinstatement 

 

 

 

Cover Page License Suspension License Suspension License Reinstatement 
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Related Query Response 

• In order to determine which suspension action the reinstatement applies to, 

the user must examine each report to make the connection 

 

 

 

Cover Page License Suspension License Suspension License Reinstatement 

Report Number: 5500000000000111 Report Number: 5500000000000222 

Previous Report Number: 5500000000000111 
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Related Query Response 

• In order to determine which suspension action the reinstatement applies to, 

the user must examine each report to make the connection 

 

 

 

Cover Page License Suspension License Suspension License Reinstatement 

Report Number: 5500000000000111 Report Number: 5500000000000222 

Previous Report Number: 5500000000000111 

Report #3 is part of the same incident as Report #1 
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Related Query Response 

• By better organizing the existing content, we can now add a summary of 

incidents that shows how the reports are related 
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Related Query Response 

Users stated they want the practitioner information shown first 

in order to easily identify the subject of the query.  
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Related Query Response 

The enrollment and submitter information has been resized to 

allow more room for report information. 
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Related Query Response 
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Related Query Response 

In this example, there are 2 separate incidents. 

The second incident has 2 reports: an initial action 

and a revision. 

Users stated that the reporting entity, action type, 

and basis for action were the most important 

items in describing an incident. 
The incident with the most recent 

action will appear first. Within an 

incident the actions will be listed 

in chronological order. 

Users stated that the date the action was taken was the most 

useful date associated with the action.  
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Related Query Response 

• The report itself will also be updated to show the most useful items at the top 

of the first page 

• Practitioner Name 

• Reporting Entity 

• Date of Action 

• Action description (e.g., Revocation of License) 

• Basis for action (e.g., Failure to Comply With Health and Safety Requirements) 

• Other reports that are part of the incident (if the incident has multiple reports) 

• This will further assist the user in seeing the relationship between the reports 
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Related Query Response 
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Related Query Response 
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Related Query Response 

Current version. 

The specific type of action is the 

most relevant title for the report, 

not the general “Adverse Action 

Report”. 

The report number already 

appears as the top item on the 

header of each page so it is 

redundant here. 
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Related Query Response 
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Related Query Response 

Enhanced version. 

The specific action type has 

been retained. 

The practitioner name and 

reporter name are the most 

important data items so they 

have been added to the top of 

the report. 

Valuable items that are 

included on the incident based 

view (action type, basis, and 

date) will now appear here as 

well. 

If the report is part of a multi-action 

incident, the other actions in the 

incident will be listed. This will further 

enhance the viewer’s knowledge of the 

context of the action. 
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Related Query Response 
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Related Query Response 

Report #1 
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Related Query Response 
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Related Query Response 
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Related Query Response 
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Related Query Response 

Report #2 
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Related Query Response 
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Related Query Response 
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Related Query Response 
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Related Query Response 

Report #3 
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Related Query Response 
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Related Query Response 
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Related Query Response 
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Related Query Response 

An example response for when 

there are no reports on file. 
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Related Query Response 
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Related Query Response 
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Related Query Response 

 

 

 

 

Scenario 

 

Report Submitted On Practitioner 

 Enrolled in Continuous Query 
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Related Query Response 

User is notified of a new disclosure on an enrolled 

practitioner. 

 

The disclosure is now available through the 

Manage Practitioners screen alongside the entity’s 

other enrolled practitioners, instead of appearing on 

a separate screen. 
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Related Query Response 
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Related Query Response 

Current screen. 
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Related Query Response 

Enhanced screen. 

The most common search item is practitioner 

name, so an inline search box has been added. The filters have been moved up from below the 

table to provide better visibility. 

All practitioners are listed, and any practitioner 

with an unviewed disclosure will be listed first. 

Users stated that the primary license was the 

most useful item besides the name to identify a 

practitioner so it has been added to the table. 
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Related Query Response 
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Related Query Response 

Users stated that report information was the 

most important item on this screen, so this 

section now appears at the top. 

User can quickly get a PDF that includes all of 

the practitioner’s reports. 
Screen has been updated to use the Action-

Based view. The user can see the new 

disclosure in the context of the practitioner’s 

other actions. 

New report is highlighted and marked as 

unviewed. 
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Related Query Response 
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Related Query Response 

Practitioner information has been moved to the 

bottom. 
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Related Query Response 
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Related Query Response 
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Related Query Response 

 

 

 

 

One-Time Query Response 
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Related Query Response 

Since this is a one-time query, Section B includes a 

note regarding the requirement to re-query to 

retrieve future reports. 
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System Enhancement 

 

Questions 
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Agenda 

System Enhancements 

• Report Maintenance 

• Related Query Responses  

 

System Security 
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System Security Approach 

 

Continuously monitoring the universe of security threats 

and vulnerabilities 

 

Determine the probability and severity of each threat to 

assess risk to the Data Bank 

 

Identify and implement appropriate action to mitigate 

risks 
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Information Security Principles 

Confidentiality 

• Prevent the disclosure of information to unauthorized individuals 

Integrity 

• The information is genuine 

• Information is protected from unauthorized modification 

• The parties exchanging the information are who they claim they are 

Availability 

• Information must be available when it is needed 
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Security Requirements 

Data Bank required to comply with various regulations  

• Federal Information Security Management Act (FISMA) 

• Federal Information Processing Standards (FIPS) 

• National Institute of Standards and Technology (NIST) 

• Office of Management and Budget (OMB) 

• Health and Human Services (HHS) and Health Resources and 

Services Administration (HRSA) policies 

• Payment Card Industry Data Security Standard (PCI-DSS) 

 

Focused on information security best practices  
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Security Activities 

Annual Security Review  

• Technical vulnerability assessment conducted by independent 

review 

• Verify security controls comply with security regulations and 

policies 

• Federal Government continuously enhances security 

requirements and guidance 

Authorization 

• Required every 3 years 

• Additional independent assessments 

• Grants authorization to operate and maintain the system 
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Rules of Behavior 

 

All Data Bank users must agree to comply with the Rules of Behavior 

 

System is property of U.S. Department of Health and Human Services, 

Health Resources and Services Administration 

 

Users are responsible and accountable for protecting user ID and password 

 

Information is confidential and shall not be disclosed except as specified in 

regulations 
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Rules of Behavior 

 

Users agree to have activities monitored while using the system 

 

Violations may result in denial of system access, administrative, civil, or 

criminal penalties 

 

All individuals must acknowledge prior to accessing the Data Bank system 

 

Users must acknowledge the Rules of Behavior annually 

 

Available for reference within Informational Web Site 
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Personally Identifiable Information 

Information that uniquely identifies an individual 

• Name 

• SSN 

• Date of birth 

• Mailing address 

• Email address 

• Financial information 

• Telephone number 
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Primary Technical Security Controls 

 

All sensitive data is encrypted in the database 

• All passwords are hashed (one-way encryption) 

• Personally identifiable information (name, SSN, DOB) 

• Financial data (credit card numbers, bank account and routing numbers) 

 

All communications with the database are encrypted 

 

All laptops, desktops, server hard disks are encrypted 
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Protecting Sensitive Information 

Sensitive data never stored on mobile devices unless encrypted (CDs, thumb 

drives) 

 

Sensitive data never emailed/faxed unless encrypted 

 

Cross-cut shred printed information  

 

Documents mailed in a safety-sealed envelopes labeled “Confidential 

Information To Be Opened by Addressee Only” 

 

Implement best practices, not just minimum requirements 
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Security – Your Role 

 

Protect sensitive information in your environment 

 

When you query or report, provide as much information about the 

practitioner as possible 

• Increases accuracy of responses 

 

Delete user accounts when staff leave your organization 

 

Do not share user accounts 

• Each individual is accountable for their actions 

• Compromised accounts must be deleted 
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Security – Your Role 

Remove practitioners from your subject databases when they leave your 

organization 

 

Do not include patient names in report narratives (HIPAA requirement) 

 

Utilize antivirus software and keep signatures up to date 

 

Apply latest desktop patches and keep automatic patch updates on at all 

times 

 

Apply patch updates to desktop software such as Internet Explorer, Adobe, 

and Firefox 
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Recent Enhancements 

IQRS Secure Messaging  

 

Online Document Delivery 
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Data Bank Security 

 

Questions 
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