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From the National Practitioner Data Bank

Data Bank Reduces Query Fees

Effective October 1, 2014, the new fee to query the Data Bank is $3.00 for both Continuous
and One-Time Queries and $5.00 for Self-Queries. All other aspects of querying remain the
same. For more information, please see the announcement in the Federal Register.

Save the Date: State Licensing Board Orientation Webinar

The Data Bank’s Compliance Branch will host a State Licensing Board Orientation webinar on
October 8 from 1:30 PM - 3:30 PM (EDT). The webinar will be an orientation to the National
Practitioner Data Bank (NPDB) specifically for new state licensing board staff members. The
Data Bank will provide scenarios and answer common questions. Please help us prepare for the
webinar and ensure that we address your most pressing questions. If you have a difficult
reporting scenario or question that you would like to share, please email the details to us at
dpdbcompliance@hrsa.gov, before October 8.

Data Bank to Hold Education Forum in Spring 2015

The Data Bank is planning an Education Forum for Spring 2015 in the Washington, DC,

area. Sessions will include interactive learning, short presentations and tailored, hands-on
break-out sessions. The forum also will include opportunities to engage with Data Bank staff
members and receive real-time technical assistance. Please plan to join us!

Organizations Should Update Self-Query Guidance for
Practitioners

Over the past year, the self-query process has been enhanced
in five major ways, making many organizations’ existing guidance
for practitioners out of date. Below are changes you should use

to update your organization’s self-query instructions:
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Self-Query Change What You Should Do

1. The NPDB and HIPDB have merged. The Update your guidance to reflect the
practitioner will receive only a NPDB self-query reduced self-query fee of $5.00.
result, with all information the practitioner would Practitioners no longer need to pay for
have paid for and received separately from an both an NPDB result and a HIPDB
NPDB self-query result and a HIPDB self-query result — everything is now included in a
result before the merger. single self-query result.

2. Since the merger, the self-query web address is Your guidance should feature a web
http://www.npdb.hrsa.gov/pract/selfQueryBasics. address without “-hipdb.”
isp.

3. The self-query information pages on the website Update your guidance to feature this
have been consolidated into a single page, titled page as the place for practitioners to
“Self-Query Basics”. The web address is: find self-query information.
http://www.npdb.hrsa.gov/pract/selfQueryBasics.
isp.

4. Practitioners may now complete the self-query Advise practitioners that online
process entirely online, with online identity identity verification is available as part
verification that only takes minutes, not the 1-2 of the self-query application process,
weeks if you choose the paper-based notary allowing practitioners to receive their
option. Data Bank response much faster. If the

practitioner cannot complete the
online identity verification, or does not
want to do so, the practitioner can still
verify identity using paper forms
signed by a notary.

5. Effective October 1, 2014, the new fee to query Update your guidance to reflect the
the NPDB is $3.00 for both Continuous and One- reduced self-query fee of $5.00.

Time Queries and $5.00 for Self-Queries. For more
information, please see the announcement in the
Federal Register.

Please spread the word in your organization about these changes to the self-query process,
especially if you pass along self-query guidance to practitioners.

Usability Improvements Inspired by Your Feedback

The Data Bank incorporates input from users in various ways as we design - |

v

-

changes to the system. Here are recent examples of system changes we
designed using feedback from users:
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1. Integrating autocomplete into form entries. When filling out school name and address fields, the
Data Bank system now uses autocomplete to display suggestions while you type. In addition, the
Data Bank uses geocoding to offer address selections that conform to U.S. postal address standard
formats. This allows school name and address entries to be completed quickly and accurately.

2. The ability to cancel enrollments during enrollment renewal. Previously, when going through the
Continuous Query renewal process, if the user found practitioners on the renewal list who were
no longer associated with the organization, the practitioner could be removed only by using a
separate cancellation process. In response to requests from Data Bank users, the process was
changed to allow enrollment cancellation as an option within the renewal process. This reduces
time and effort because renewals and cancellations can be done within one workflow instead of
two.

3. Duplicate practitioner enrollments relabeled. Part of the process of improving usability is to ask
users to evaluate the current system and identify issues that cause confusion. One such issue
arose when users requested enrollment for a practitioner who already was enrolled. The system
displayed these as “Conflicts,” a term that sometimes was not understood by Data Bank users. The
system now uses the more precise description of “Duplicates.”

As the Data Bank makes design decisions, it looks to Data Bank users to evaluate the system and
suggest improvements. If you're interested in participating in future usability studies, please email
us today at databank@npdb.hrsa.gov. For comments and suggestions regarding the usability of the

Data Bank, email us at help@npdb.hrsa.gov.

Authorized Agents and the Confidentiality of Data Bank
Information

Confidentiality of information is a Data Bank requirement. With more than
18,000 registered organizations accessing the Data Bank, and most with
multiple users registered under each account, specific policies and procedures
are in place for these organizations to follow to ensure the protection of
information. By following these procedures, an organization not only helps
prevent security breaches, but it also helps protect against civil lawsuits and

fines that are the possible consequences of violating Federal statutes and
regulations that protect the information held in the Data Bank.

Confidentiality with Authorized Agents

Health care organizations that are eligible and registered with the Data Bank may elect to have
another party query and/or report on their behalf. The party is referred to as an authorized agent.
While authorized agents can be an asset to users of the NPDB, it is important to understand the
responsibilities that come with this relationship.
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An authorized agent is an entity that queries and/or reports to the Data Bank on behalf of an eligible
and registered organization. When an authorized agent is designated to handle queries and/or
reports, both the organization and the agent are accountable for maintaining confidentiality in
accordance with Data Bank requirements. However, the organization authorizing the agent’s access
to the information is ultimately responsible and liable for compliance with Data Bank requirements.

Because of this important responsibility, registered Data Bank organizations should establish written
agreements with all authorized agents. One key item to include in the agreement is that the
information received by the agent belongs to the organization it represents and may not be used by
the agent for any other purpose. This means that an agent cannot accumulate, review, research,
analyze, or disseminate the confidential data it obtains as an agent.

The agreement should, among other things, confirm the following:

e The agent is authorized to conduct business in the State where it is located.

e The agent’s facilities are secure, ensuring the confidentiality of Data Bank information.

e The agent is aware that it is explicitly prohibited from using information obtained from the
Data Bank for any purpose other than the purpose for which it was disclosed.

e The agent is aware of possible sanctions if information is requested, used, or disclosed in
violation of Data Bank provisions.

With a comprehensive agreement in place, an organization may protect itself from confidentiality
issues that can arise when using an authorized agent. In addition, the agent will have clear
documentation of its responsibilities as an agent for that organization.

Regulations and Penalties

Federal statutes and Federal regulations under 45 CFR Part 60 establish the confidentiality
requirements associated with the use of the Data Bank, including the intended sole use of the Data
Bank for the furtherance of the quality of health care. The regulations establish the penalty for
violating the intended use of the NPDB. The Department of Health and Human Services’ Office of
Inspector General has the authority to impose civil money penalties of up to $11,000 against each
responsible party for each violation of confidentiality. For more information about the Data Bank’s
governing laws and regulations, please see Legislation and Regulations.

How long are reports kept in the NPDB?
Data Bank

F as t Facts Answer: Information reported to the NPDB is maintained permanently unless it is
corrected or voided from the system. See the Guidebook's Reporting chapter

(http://www.npdb.hrsa.gov/resources/NPDBGuidebook.pdf#page=42)
for more information.
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